[TamsaTka s obygarornuxcs 00 HHGOPMAITMOHHON 0e30ITaCHOCTH JieTel
HEJ/Ib341

1. Bcem moaps coo0IaTh CBOIO YacTHy0 nHopmanuoo (Hactosiue uMs, GaMuinio,
tesieOH, apec, HOMeP IIKOJIbI, a TakXKe poTtorpaduu CBOH, CBOeH ceMbH U Apy3ei);

2. OTKpBIBATh BJIOKEHHBbIe (pAlIbl JJIEKTPOHHOW TIOYTHI, KOTJAa He 3Haellb
OTIIpABUTEJIS;

3. ['pyOuTsh, IpuAUpATHCA, OKA3bIBATh AABJIEHUE - BECTU €051 HEBEKIIUBO U aTPECCUBHO;

4. He pacmopsokaiicss JeHbraMu TBOeU ceMbu 0e3 paspelieHHs CTapIIuX - BCErza
CIIpaIIuBall pOANTEJIEN;

5. He Bcrpeuaiica ¢ VHTepHET-3HAKOMBIMH B PEaJIbHOU KU3HU - IIOCOBETYHCH CO
B3POCJIBIM, KOTOPOMY /10BEPS€Elllb.

OCTOPOXKHO

1. He Bce numyt npaszay. Yuraems o cebe Henpasay B MIHTepHeTe - coobiu 06 3TOM
CBOUM POJUTEJISIM HJTH OTIEKYHAM;

2. [IpuryamarT repenuchiBaThCsA, UTPATh, 0OMEHUBATHCS - IIPOBEPD, HET JIM TIO/IBOXA;
3. He3akonHoe konnupoBaHnue ¢aiyioB B THTepHETE - BOPOBCTBO;
4. Becerga pacckasbIBail B3pOCIbIM O IPo0JIeMax B CETH - OHU BCET/Ia IOMOTYT;

5. HCHOJII)SYIZ HaCTpOfIKPI 0€e30MacHOCTH U IIPUBATHOCTH, 4TOOBI HE IIOTEPATH CBOH
AKKAYHTHBI B COLCETAX U JPYTUX IIOPTaIaX.

MOYKHO

1. YBakall Ipyrux I0Jib30BaTesei;

2. [Tonp3yernibess THTEPHET-UCTOYHUKOM - JieJIall CChUIKY HA HETO;
3. OTKpBIBAH TOJIBKO T€ CCHUIKH, B KOTOPHIX YBEPEH;

4. O0ImAThCsA 32 TOMOIIBIO B3POCJIBIM - POJIUTENH, OIEKYHBI U a/IMUHHUCTPAIIUA CAaTOB
BCer/ia IIOMOTYT;

5. Ilpoiimu oOyueHue Ha cante "CeTeBMUYOK' U TMOJIYyYd NACHOPT LHMPPOBOTO
rpakgaHuHal

IIpunoxenue N 2

[Tpunoxenue 2. MapopManmoHHasA MaMATKA AJ1s1 00YYAOIUXCA /IS pa3MeIeHrs Ha
odHUITMATHHBIX HHTEPHET-PECYPCAX

C xaXabIM T'OZIOM MOJIOJIE’KM B MHTEPHETe CTAHOBUTCA OOJIbllle, a ITKOJIbHUKU OJHU U3
caMbIX aKTUBHBIX IT0JIb30BaTesiell PyHera. Mexay TeM, TIOMUMO OTPOMHOTO KOJIMU€eCTBa
BO3MOKHOCTeM, UHTEpHET HeceT W HpobsieMbl. JTa HMaMATKA JOJKHA MOMOYb Tebe
6e30I1aCHO HAXOJIUTHCS B CETHU.

KoMmnbrorepHble BUPYyChI



KoMmplOTepHBI  BHUpPYC - 5TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX IPOTPAMM,
OTJIMUUTETBHOU OCOOEHHOCTHI0O KOTOPOU fABJISAETCA CIIOCOOHOCTh K Pa3MHOXKeHUI0. B
JTOTIOJTHEHUE K 5TOMY, BHPYCHI MOTYT HOBPEAHUTH WU IOJHOCTHIO YHUYTOXKUTH BCE
daiiysibl M JaHHBIE, TOJKOHTPOJIBHBIE IIOJIb30BATEN0, OT HUMEHU KOTOPOro ObLIa
3alyllleHa 3apaKeHHas MporpaMMa, a TaKKe IOBPEAUTh WU JIasKe YHUUTOXKHUTD
OIIEpAallIOHHYI0 CHUCTEMY CO BceMHu (aiiylaMu B IieJIoM. B OOJIBIIMHCTBE CIIydaeB
PAaCIPOCTPAHSIOTCSA BUPYCHI YePE3 UHTEPHET.

MeTo/1b1 3alIUTHI OT BPEIOHOCHBIX ITPOTPAMM:

1. Mcnosp3yli coBpeMeHHbIE OlepaliOHHbIE CUCTEMBI, UMEIOIINe CEPhe3HbIN YPOBEHD
3aIUTHI OT BPEJOHOCHBIX ITPOTPAMM;

2. ITocTossHHO ycTaHaBaWBaW mauTH (IHMMPOBHIE 3aIIATKHU, KOTOPbIE aBTOMATUYECKH
YCTAHABJIMBAIOTCA C IEJIbI0 JIOPAOOTKH IIPOTPAMMBbI) U JPYTHE OOHOBJIEHHUS CBOEU
omeparnuoHHON cucTteMbl. CKaunBall X TOJBKO ¢ OHUIHAIHLHOTO caliTa pa3paboTunKa
OC. Ecsm cy1iecTByeT pexKUM aBTOMAaTHUECKOTO OOHOBJIEHU I, BKJIIOYH €T0;

3. Paboraii Ha cBoOEM KOMIIbBIOTEDE IIO/ IIpaBaMM I10JIb30BaTeEJIA, 4 HE a/IMUHUCTPATOPA.
ITO HE IO3BOJIUT 6OJII)IIII/IHCTBy BPEAOHOCHBIX IIPOrpaMM HHCTAJIJIMPOBATHCA Ha TBOEM
IIEPCOHAJIPHOM KOMIIBIOTEDE;

4. Vlcrionib3yii aHTUBUPYCHBIE IPOTPAMMHbIE IIPOAYKTHI M3BECTHBIX ITPOU3BOIUTENIEH, C
aBTOMaTHYEeCKUM OOHOBJIEHHEM 0a3;

5. OrpaHnub PU3NUECKUN JOCTYI K KOMITBIOTEPY JIJIsI TOCTOPOHHUX JIUII;

6. crosip3yii BHEINTHHE HOCUTENN WH(POPMAIUH, TaKhe Kak (Iemka, JUCcK uin (aia
13 UHTEPHETA, TOJIbKO U3 MMPOBEPEHHBIX UCTOUHUKOB;

7. He oTKpbIBali KOMIIbIOTEpHBIE (alIbl, MOJyYeHHbIE U3 HEHAIEKHBIX NCTOYHHKOB.
JTaske Te (paiiibl, KOTOPhIE MPHUC/IAI TBOM 3HAKOMBIH. JIydlile yTOUHU y HETO, OTIIPABJISI
JIU OH Tebe ux.

Cetu WI-FI

Wi-Fi - 370 He BUJ Ilepefauu JTaHHBIX, HE TEXHOJIOTHUs, a BCEro JIUIIb OpeHs, MapkKa.
Eme B 1991 rosy HujepsaHjckas KoMnaHus 3aperucrpuponana 6peny "WECA", uro
obozHauano cioBocoueranue Wireless Fidelity", koTopslii mepeBoauTcAa Kak
"GecrrpoBOIHASI TOUHOCTH '

Jlo Hamrero BpeMeHHU JolIa Apyras ab0peBuaTypa, KOTOpas sBJISIETCA TaKOU Ke

TexHosoruei. Ato abbpepuarypa "Wi-Fi". Takoe HazBaHue ObUIO /JAaHO ¢ HAMEKOM Ha

CTaH/ZIAPT BbICIIEN 3BYKOBOW TexHuku Hi-Fi, yTo B mepeBojsie o3HadaeT "BbICOKasi
"

TOYHOCTD".

Jla, OGecIuiaTHBIM MHTEPHET-AOCTYI B Kade, OTelsAX U a3pONOPTax ABJIAETCA OTINYHON
BO3MOKHOCTBIO BBIXO/Ia B UHTepHeT. HO MHOrume 3KCHEPThI CYUTAIOT, YTO
obmenocrymnabie Wi-Fi ceTu He ABIAIOTCA 0€30MMacHBIMU.

CoBeTbl 10 6€30ITaCHOCTU pabOTHI B 00IIEAOCTYITHBIX ceTsix Wi-fi:

1. He mepenmaBaii cBoio yimuHyio mHGoOpManuio uyepe3 obmenoctynHble Wi-Fi ceru.
Paboras B HUX, KeJIaTeJIbHO He BBOJUTH APOJIU JOCTYIIA, JOTUHBI U KaKHe-TO HOMePa;



2. Mcnosip3yit 1 OOHOBJIAN aHTUBUPYCHBIE IIPOrPaMMEbI B OpaHiMayep. Tem caMbIM ThbI
obesomnacuIib cebs OT 3aKaYKH BUPYCca Ha TBOE YCTPOKCTBO;

3. IIpu wucnonp3zoBanun Wi-Fi otkimoun ¢ynkiuio "OOmuit moctyn k daitjlaMm u
npuHTepam'. JlaHHasg GYHKIOUA 3aKpbITa 110 YMOJYAHHUIO, OJHAKO HEKOTOpbIE
II0JIb30BATEIN aKTUBUPYIOT €€ I y/I00CTBa UCIIOIb30BaHUA B paboTe miin yuebe;

4. He ucrionpayi myosmunbii WI-FI 1a mepemaun JIMYHBIX JAHHBIX, HAIIPUMEDP JJIA
BBIXO/Ia B COLIMAJIbHbBIE CETU UJIU B JIEKTPOHHYIO I10YTY;

5. Ucnonb3yi Toibko 3amuineHHoe coequHeHue yepe3 HTTPS, a ue HTTP, T.e. ipu
Habope BeO-azpeca BBou UMeHHO "https://";

6. B wmobOwipHOM TenedoHe otkiaoun ¢yaknuio [logkaouenue k- Wi-Fi
aBTomMatnuecku'. He JIomyckail aBTOMAaTHYeCKOrO MOAKIIOUEHUsS] YCTPOUCTBA K CETAM
Wi-Fi 6e3 TBoero corsiacusi.

ConuajibHbBIE CeTH

COIII/IaJII)HI)Ie CETHU aKTHBHO BXOJAT B HaAllly *KM3Hb, MHOT'HE JIIOAU pa60Ta10T U XXHUBYT
TaM IIOCTOAHHO, a B Facebook YXKe 3aperuCTpupoBaH MUJJIMapA 4€JIOBEK, UTO ABJIAECTCA
OI[HOIL/'I CeﬂbMOﬁ BCEX JKHMTeJIeH IJIaHeThl. MHOrHe I0JIb30BaTeId He IIOHHUMAIT, 4YTO
I/IH(bOpMaIII/IH, pasMeE€lmieHHad HMMHKH B COIOUAJIbHBIX CETAX, MOZKET OBITH HafIHEHa u
HCIIOJIb30BaHA KEM YyIrOJHO, B TOM YHCJI€ HE 00s13aTeIbHO ¢ OJIarUMH HaMEpEHUAMU.

OCHOBHBIE COBETHI 110 OE30I1aCHOCTH B COIIMAJIBHBIX CETAX:

1. OrpaHuYb CIHUCOK Jpy3ed. Y TeOsA B APY3bsIX HE JOJIDKHO OBITh CIIyJalHBIX H
HE3HAKOMBIX JIIOJIEN;

2. 3amuiai CBOI YaCTHYIO KU3Hb. He ykaswiBail maposiv, TesedoHBbI, ajipeca, JaTy
TBOEr0 pOXKJEHHUs W JIPYTyI0 JIMYHYI0 HHQPOpMANU. 3JIOYMBIIUIEHHUKA MOTYT
HCIIOJIb30BaTh Jlaske WH(OPMAIIUID O TOM, KaK Thl U TBOU POAUTENU IUIAHUDPYETE
IIPOBECTH KAHUKYJIbI;

3. 3anuinai CBOI PEIyTaIuIo - IEPKU €€ B UHCTOTE U 3ajjaBaiil cebe BOIIPOC: XOTeJT ObI
TBI, YTOOBI JPyTHE M0JIH30BATEN BUEJIH, UTO ThI 3arpyKaemb? [Tlogymai, mpex/ie uem
YTO-TO OIyOJIMKOBATh, HAITUCATh U 3aTPy3UTh;

4. Ecsint THI TOBODUIIB C JIIOABMH, KOTOPBIX He 3Haelllb, HE UCIOJIb3YU CBOE pPeasibHOe
UM U IPYTYIO JINYHYI0 MHGOPMAIIN: UM, MECTO KUTEJIbCTBA, MECTO YUeObI U IIPOYEE;

5. 36eraii pazmemenus ¢otorpaduii B IHTEpHETE, T/1e ThI N300pa’kKeH HA MECTHOCTH,
10 KOTOPOH MOKHO OIIPEJIEJIUTH TBOE MECTOIIOJIOKEHHE;

6. [Ipu perucrpanuu B COIUAIBHOU ceTU HEOOXOAMMO UCIIOIb30BATh CI0KHbIE ITapOJIH,
cocrosimye u3 OyKB U Udp U ¢ KOJTMIECTBOM 3HAKOB HE MeHee 8;

7. 714 conuasbHOM ceTH, MOYTHI U IPYTUX CAUTOB HEOOXOIMMO HCIIOJIb30BaTh Pa3HbIE
naposu. Torga ecsu TeOs1 B3JIOMAIOT, TO 3JIOYMBIIJIEHHUKH MTOJYYaT JOCTYI TOJBKO K
OJIHOMY MecTy, a He BO Bce cpaay.

AJIEeKTPOHHBbIE IEHbI'!

OJIeKTPOHHBIE JIEHBI'H - 3TO OYE€Hb y/IOOHBIU cIocob IUIaTexked, OJHAKO CYIIECTBYIOT
MOIIIEHHUKU, KOTOPbIE XOTAT MOJIyYUThb 3T JIEHbI'H.



JJIEKTPOHHbBIE JIEHbI'M MOSBUJINCH COBCEM HEIABHO W MMEHHO M3-3a 3TOTO BO MHOTHX
rocy/IapcTBax J0 CUX IIOP He IIPOITHMCAHO PO HUX B 3aKOHAX.

B Poccum ke oHM (GYHKIIMOHHUPYIOT MU O HHX YK€ IIPOIIMCAHO B 3aKOHe, TIJie HX
Pas/iesIAI0T Ha HECKOJIBKO BUJIOB - aHOHUMHBIE M HE aHOHUMHbIE. Pa3zHUIla B TOM, UTO
AaHOHHMMHBIE - 3TO Te, B KOTOPBIX paspeliaercs MTPOBOAUTh omeparuu 0Oe3
UJIeHTUUKAIUY TI0JIb30BaTeNsA, a B HEAHOHUMHBIX HJIEHTU(UKAIUA I10JIb30BaTENs
ABJIAETCS 00A3aTeIbHOM.

Tak:ke cienyeT pa3anyarh 3J€KTPOHHBIE (UATHBIE JeHbI'W (PaBHBI TOCY/IAPCTBEHHBIM
BJIIOTaM) U 5JIEKTPOHHBIE He(pUATHBIE IEHbI'U (He PaBHBI TOCY/IaPCTBEHHBIM BATIOTaM).

OcHOBHBIE COBETHI IO Oe30TaCHON PabOTe ¢ IEKTPOHHBIMHU JIEHbraMU:

1. [IpuBsku K cueTy MOOMJIBHBIN TesieOH. ITO camMbIid YAOOHBIM U OBICTPHIA CIIOCOO
BOCCTAHOBUTH JIOCTYI K cueTy. [IpuBsA3aHHbBIN TesleOH MOMOKET, €CIU 3a0yAeITb CBOU
IUIaTEXHBIW apOJIb WX 3al/ielllb Ha CAaUT C HE3HAKOMOT'O YyCTPOMCTBA,

2. HMcnoss3y#t ofiHOpa3oBbie maposu. [locie mepexona Ha YCHUJIEHHYIO aBTOPHU3AIUIO
Tebe yke He Oy/IeT yrpoKaTh OTIAaCHOCTh KPAXKHU MJIH IepexBaTa IJIaTesKHOTO TapoJis;

3. BeiOepu cioxkHBIM Mmaposb. IIpecTymHHKaM OyzeT He IMPOCTO yrafaTh CJIOXKHBIN
napoJsib. HajieskHple maposiv - 3TO MapoJjid, KOTOPhle cofiep:KaT He MeHee 8 3HAKOB U
BKJIIOYAIOT B ce0s CTPOYHBIE W MPONIUCHBIE OYKBBI, IIUMPHI U HECKOJIBKO CHMBOJIOB,
TaKHe KaK 3HaK JIoJutapa, GyHTa, BOCKJIMIATETbHBIA 3HaK U T.11. Hampumep, $tRong!;;

4. He BBOZIM CBOU JIMYHBIE TaHHBIE HA CAUTaX, KOTOPBIM HeE JIOBepsIelllb.
AJIEeKTPOHHAA MOYTa

IJIeKTPOHHASA M0UTa - 3TO TEXHOJIOTHS U MPEN0CTABJIsIEMbIE €10 YCJIYTH 10 IIePEChUIKE U
MTOJIyYeHUI0 3JIEKTPOHHBIX COOOIIEHUH, KOTOpPbhIe pacCHpeAessaioTC B KOMIIBIOTEPHOU
cetd. OOBIYHO BJIEKTPOHHBIN IIOYTOBBIA SIIUK BBIIVIAUT CJIEAYIONUM 00pa3oM:
UMsI_II0JIb30BaTeIsI@UMs_JIoMeHa. Tak:ke KpoMme Iepeladyl MPOCTOTO TEKCTA, HMEeTCsI
BO3MOKHOCTH ITepeiaBaTh (aiibl.

OCHOBHBI€E COBETHI 110 OE30MMaCHOY PaboTe ¢ JIEKTPOHHOU ITOYTOMU:

1. Hapo BBIOpaTh MpaBUJIBHBINA ITOYTOBBIN cepBUC. B MHTEpHETE eCTh OTPOMHBIA BHIOOD
OecILUIaTHBIX MMOYTOBBIX CEPBUCOB, OJIHAKO JIYYIIE JIOBEPATH TE€M, KOTO 3HAEIIb U KTO
IIEPBbIN B PEUTHHTE;

2. He ykaspiBail B IMYHOU MOYTe JUYHYI0 nHDopManuio. Hanpumep, jiydiiie BbIOpaTh
"My3bIKaJIbHBIN_(paHaT@" win "pok2013" BMecTO "Tema1s";

3. Mcosb3y#l AByX3TAITHYI0 aBTOPHU3AIUI0. DTO KOTZ[a IOMUMO MapoJis HY>KHO BBOJAUTH
KO/JI, IpuchlIaeMbId 1o SMS;

4. Bpibepu cyIOKHBIA maposib. 171 KaXKAOT0 MOYTOBOTO SIUKA JIOJDKEH OBITH CBOU
HaJIe>KHBIN, YCTOMYUBBIU K B3JIOMY IIapOJIib;

5. Ectu ecTh BO3MOXXHOCTHh HAaIMCaTh CaMOMY CBOUM JIMIHBIM BOIIPOC, HUCIIOJIB3YH 3TY
BO3MO’KHOCTb;



6. Vcmonb3yil HECKOJBKO IOYTOBBIX SMIUKOB. [lepBBIM Aj11 YAaCTHON MEPENNCKH C
azipecaTamu, KOTOPBIM ThI IOBEPSEINTh. DTO SJIEKTPOHHBIN aJipec He HAJ[0 MCII0JIb30BaTh
IIpU peructpanuu Ha ¢opyMmax U cauTax;

7. He oTKpbIBail (pailyibl U ApyTHUe BJIOKEHHsS B MHUChMaX, Ja’Ke €CJIM OHU IPHUIILIA OT
TBOUX ZIpy3el. JIydllle yTOUHH y HUX, OTIIPABJISLIIN JIU OHU Tebe 3TH (aiIbl;

8. Ilocse oxoHuaHHWsA pabOTHI Ha IMOYTOBOM CEPBHCE Iepef] 3aKPBITHEM BKJIAJKU C
caiitoMm He 3a0y/1b HOXKaTh HA "BeriiTu".

Ku6epOy/L/IMHT WU BUPTYaJbHOE U3/1€BATEIHCTBO

KubepOy/uIMHT - TpecyiefOBaHUE COOOIEHUSMH, COAEPIKAIUMH OCKOpOJIEHUS,
arpeccuo, 3alyTMBaHHeE; XyJIMTAHCTBO; COIMAIIbHOE OOWKOTHPOBAHUE C ITOMOIIBIO
Pa3JINYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 0 OOpBOE ¢ KNOEPOYJUTMHTOM:

1. He Gpocaiica B 6oii. Jlyumuii ciocob: IOcOBeTOBaThCs Kak cebsi BECTU U, €CJTH HET
TOT'0, K KOMY MOKHO 0OpPaTHThCA, TO BHAUaJIE YCIOKOUThCA. ECJIM ThI HAUHEIIb OTBEYATh
0CKOpOJIEHUSIMU Ha OCKOPOJIEHUSI, TO TOJIBKO ellfe OOJIbIIE PA30XKIKEITb KOH(PIIUKT;

2. YpasJisil cBoel KubepperyTaiuen;

3. AHOHUMHOCTh B Ce€TH MHUMaAas. CYIIIGCTBYIOT CIIOCOOBI BbIACHUTDb, KTO CTOHT 3a
AHOHUMHBIM aKKaYHTOM;

4. He cTouT BecTH XyJIMTaHCKUH 00pa3 BUPTYaIbHOU KU3HH. VIHTEpHET (pUKCUPYET Bce
TBOM JIEUCTBUS U COXPAHAET UX. YIAJIUTD UX OyZeT KpaiiHe 3aTPy/IHUTEIHHO;

5. Cobutt071a#1 CBOXO BUPTYaJIbHYIO UECTh CMOJIOAY;

6. UrHopupyih emuHUYHBIA HeraTuB. OHOpA30Bble OCKOPOUTEIbHBIE COOOIEHUS
JIydIIie iTHOPUPOBaTh. OOBIYHO arpeccus MpeKpaniaeTcs: Ha HaYaJIbHOU CTaJ{uH;

7. ban arpeccopa. B IIporpamMmmax oOMeHa MTHOBEHHBIMU COO6III€HI/IHMI/I, B COIIMAJIbHBIX
CEeTAX €CTb BO3MO>KHOCTbD 6J'IOKI/IpOBKI/I OTIIpaBKHU COO6III€HHﬁ C OIIpEAEC/TIEHHBIX aZIPECOB;

8. Ecau Tl cBuzerenp kubOepOysuinHra. TBOM JIeMCTBHUSA: BBICTYIIUTH IIPOTHUB
Ipecjie/ioBaTessd, IIOKa3aTh €My, 4YTO ero JeWCTBUSA OILleHUBAIOTCA HeraTUBHO,
MIO/IJIEP2KAThH KEPTBY, KOTOPOH HYKHA IICUXO0JIOTUYECKAs TTOMOIIb, COOOIIUTH B3POCIBIM
0 ¢haKTe arpecCUBHOIO IIOBEJIEHU B CETU.

Moo6wibHBIN Tes1edoH

CoBpemenHble cMapTGOHBI M IUIAHIIETHl cofAep:KaT B cebe BIOJHE B3POCJIBIHI
pyHKIIMOHAJ, W Temepb OHU MOIYT KOHKYPHUPOBaTb CO CTAllMOHAPHBIMU
KoMIbloTepamMu. OJIHAKO, CPECTB 3ALIUTHI JJIA MO/I0OHBIX YCTPONCTB ITOKA OUEeHb MaJIo.
TecTupoBaHUe U MOUCK YA3BUMOCTEN B HUX IIPOMCXOJUT He TaK MHTEHCUBHO, KaK JJIf
ITK, To ke camoe KacaeTcs 1 MOOMJIbHBIX ITPHUJIOKEHUH.

CoBpemeHHbIE MOOWJIbHBIE Opay3epbl VyiKe MPAKTUYECKH JOTHAJIM HACTOJIBHBIE
aHAJIOTH, OJTHAKO paciiupenne QyHKITMOHAIA BaeveT 32 COO0U OOJIBIIYIO CJIOKHOCTD U
MEHBIIIYIO 3aITUIIEHHOCTD.



Jlajsieko He BCe MPOW3BOIUTENN BBIMYCKAIOT 0OHOBJIEHUS, 3aKPBIBAIOIINE KPUTHIECKUE
YS3BUMOCTH JIJISI CBOUX YCTPOKCTB.

OcHOBHBIE COBETHI 7151 6€30IaCHOCTH MOOMJILHOTO TesiepoHa:

Hwuuero He sBJIsIeTCA ITO-HACTOAIEMY OecIIaTHBIM. Byab ocTOpoXKeH, Befb Koria Tebe
IpeajiaraloT OecryIaTHBIA KOHTEHT, B HEM MOTYT OBITH CKPBITHI KaKHe-TO ILIaTHBIE
YCJIyTH;

Hywmaii, npexje dyem orupaBuTbh SMS, ¢oto niau Buseo. Tel TOUHO 3Haellb, I7ie OHU
OyAyT B KOHEUHOM UTOTE?

Heob6xoamMo 06HOBJIATH ONEPAIMOHHYIO CHCTEMY TBOETO CMapT(OHa;
Hcnosnb3yit aHTUBUPYCHBIE TPOTPAMMBI /151 MOOUJIBHBIX TeJIE(DOHOB,;

He 3arpy>1<aﬁ IIPHUJIOXKEHHNA OT HEUM3BECTHOI'O MCTOUYHHWKA, B€Jb OHKU MOTYT COAEPKAaTb
Bp€AOHOCHOE IIpOorpaMMHO€e 06ecnequI/Ie;

ITocsie TOro Kak ThI BBIHJIEINIb C CaliTa, I7ie BBOJAWJ JIMYHYI0 HHGOPMAIHMIO, 3al 1 B
HacCTpOUKHU Opaysepa u yaaau cookies;

Hepuo/:mquKH HpOBepﬂI‘/JI, KaKHe€ IVIaTHbIE YCJIYTH aKTHBHPOBAHbI HA TBOEM HOMEDPE;

JlaBaii cBOM HOMEP MOOMJIBHOTO TesiepOHa TOJIHKO JIIO/ISIM, KOTOPBIX ThI 3HAEITh U KOMY
Jl0Bepsielllb;

Bluetooth josxeH ObITH BHIKJIIOUEH, KOT/Ia ThI M He MoJIb3yelbesi. He 3a0bIBail MHOT/IA
IIPOBEPSTH 3TO.

Online urps1

COBpeMeHHbIe OHJIafIH-PIprI - O9TO KpacCoOdHbl€, 3aXBaTbIBAIOIIKE€ pa3BJIC€4Y€HHA,
O6’be]_II/IHHIOI_I_[I/Ie COTHH TbICAY YEJIOBEK II0 BCEMY MUDPY. I/II‘pOKI/I HCCJIEAYIOT ,HaHHbeI UM
MMUp, O6IIIaIOTCH ApPpyTr C APYI'OM, BBIIIOJIHAIOT 3adaHHA, CpaXXarloTCd ¢ MOHCTpaMH H
IIOJIy4aroT OIIBbIT. 3a YAOBOJIBCTBHE OHH ILJIATAT: IIOKYIIAlOT [JHCK, OIlJIa4KXBaIlOT
abOHEMEHT UJIN ano6peTa10T KaKHue-TO OIIIHUH.

Bce aTu cpezcrBa uAyT Ha MOJJep)KaHUWe U Ppa3BUTHE WUIPHl, a TakkKe Ha caMy
6e301acHOCTh: COBEPIIIEHCTBYIOTCA CUCTEMBI aBTOPU3AILNY, BBIITYCKAIOTCA HOBbIE ATYU
(mudpoBeIe 3aIUIATKH JIJI IPOTPAMM ), 3aKPBIBAIOTCS Y A3BUMOCTH CEPBEPOB.

B nmoso6HBIX Urpax CTOUT ONACaThbCA HE CTOJIBKO CBOMX CONEPHUKOB, CKOJIBKO KPaiKU
TBOETO MapoJisi, HA KOTOPOM OCHOBAHA CHCTEMA aBTOPU3AIUU OOJIBIIMHCTBA UTP.

OCHOBHBIE COBETHI 110 OE30MMaCHOCTH TBOETO HUI'POBOTr'O aKKAyHTa:

1. Ecotu ipyroil urpok BezieT cebsl II0X0 WIIH CO37aeT Tebe HEMPUATHOCTU, 3a0JI0KUPYH
ero B CIIICKe UTPOKOB;

2. [Moxkasmyiics agMUHUCTPATOpAaM WUIPbl HA IUIOXO€ IIOBEJEHUE OTOTO HIPOKA,
JKeJIaTeJIbHO IMIPUJIOKUTH KaKHe-TO J0Ka3aTeIbCTBA B BUle CKPUHOB;

3. He yxa3piBaii inuHy1o uHGOpMAIMio B mpodaiise urpsi;

4. YBaxkail Ipyrux y4acTHUKOB I10 UTPE;



5. He ycranaBimBai HeouIiraabHble TATIYU U MOJIBI;
6. Vlcrionb3yii c10°KHbBIE U Pa3HbIE TAPOJIH;

7. Jlaxke BO BpeMs WUTPHI HE CTOUT OTKJIIOYATh aHTHUBHUPYC. Iloka ThI Urpaemib, TBOU
KOMIIBIOTEP MOTYT 3aPa3UTh.

PUuIMHT WIN Kpaxa JUIHDbIX JaHHbIX

OOBIYHOM Kpasked JeHer U JOKYMEHTOB CErofHs y»Ke HHUKOrO He VAUBHIIb, HO C
Pa3BUTHEM WHTEPHET-TEXHOJIOTUH 3JI0YMBIILIEHHUKH II€PEMECTHINCh B UHTEPHET, U
IIPOJIOJKAIOT 3aHUMATHCA " JTIOOMMBIM'' JTEJIOM.

Tak mosBuUIach HOBas yrpo3a: HHTEPHET-MOIIIEHHUUECTBA WX (QUIITUHT, TJIaBHAS IeJb
KOTOPOTO COCTOUT B TMOJIyUYeHUW KOH(QHUIEHIIUATHHBIX JAaHHBIX I10JIb30BaTENIed -
JIOTMHOB ¥ mapoJieit. Ha anrnuiickom s3bike phishing ynrtaercs kak ¢pumwuar (ot fishing
- piOHas J10BJIs1, password - I1apoJib).

OcHOBHBIE COBETHI 10 OOPHOE ¢ QUITUHTOM:

1. CJIeI[I/I 3a CBOUM AaKKAyHTOM. Ecau T Imoao3peBacillib, 4TO TBOA aHKETA ObLIa
B3JIOMaHa, TO HeO6XOﬂI/IMO 3a6JIOKI/IpOBaTb ee u COO6IIII/ITI) AIAMHUHHUCTpATOpaM pecypca
00 3TOM KaK MOKHO CKOpee;

2. Hcmonp3yhh Oe3omacHble BeO-CalThI, B TOM 4HCJIE, HHTEPHET-Mara3uHOB W
MMOMCKOBBIX CHCTEM;

3. Mcnosp3yii ciiokHbIe B pa3Hble maposu. Takum o6pa3om, eciu TeOs B3JI0MAOT, TO
3JIOYMBIIIVIEHHUKY TIOJIyJaT JIOCTYII TOJIBKO K OJTHOMY TBOEMY IPO(MIIIIO B CETH, a HE KO
BCEM;

4. Eciiu Tebs B3JIOMaJIH, TO H606XOZ[I/IMO IpeaynpeauTsb BCEX CBOUX SHAKOMBIX, KOTOPbIE
ZLO6aB.TIeHbI y TeOsA B APYy3bAX, O TOM, 4YTO TeOsI B3JIOMaJIU H, BO3MO>KHO, OT TBO€ro
HMEHU 6YZ[6T PacCblyIaThCA CIIaM U CCbIVIKHU Ha (1)I/IIIII/IHI‘OBI>I€ CafITbI;

5. YcraHoBU HajzieskHbIN n1aposib (PIN) Ha MOOMIBHBIN TetedOH;
6. OTKJIIOUH coOXpaHeHHe IapoJis B Opaysepe;

7. He oTkpbIBall (paiiyibl U JIpyrue BIIOKEHUS B MUCHMAX, JJa’Ke €CJIM OHU IPUIIJIN OT
TBOUX ZIpy3el. JIydlille yTOUHU y HUX, OTIIPABJISLIIN JIU OHU Tebe 5TH pantIbl.

MudposBasa penyranusa

[Mudposas permyTrarus - 5T0 HETATUBHAS WJIN IMO3UTHBHAS MWHMOpPMAIUs B CeTH O Tebe.
Kommnpomerupyromas uHbopMaIus, pa3MelleHHAass B UHTEPHETE, MOXKET CEPhE3HbIM
00pa3oM OTpa3UThCA HA TBOEH peanbHOU ku3HU. "lludpoBas pemyranus” - 3TO TBOU
UMUK, KOTOPBIN dhopMupyercs u3 nHbopManuu o Tebe B MHTEPHETE.

TBoe MecTO IKUTENbCTBA, ydeObl, TBOe (UHAHCOBOE IIOJIOKEHHE, OCOOEHHOCTH
XapakTepa U pacckasbl 0 OJIM3KUX - BCE 3TO HAKAIIMBAETCS B CETH.

MHor1e OAPOCTKH JIETKOMBICJIEHHO OTHOCATCS K IyOJIUKAIINY JITYHOU HHDOPMAIUH B
HNuTepHeTe, HE MOHUMASA BO3MOKHBIX MOCIIEICTBUI. ThI /Taske HE CMOKEIb JOTaAaThCs
0 ToM, uTO (poTorpadusi, pa3MeIlleHHas 5 JIET Ha3aJl, cTajla IPUYUHON OTKa3a MIPUHSITH
Tebs Ha paboTy.



KomMmeHnTapuu, pasmeiieHue TBoux ¢ortorpaduii u Apyryue JIeHCTBUS MOTYT He
HCUE3HYTh Jla’Ke IOCjIe TOTO, KaK Thl UX yJIHIIb. Thl He 3HaEIllb, KTO COXPAHUJI 3Ty
nHdopManuoo, nomajga JU OHA B IIOMCKOBBIE CHCTEMBI M COXPAHWJIACH JIM OHA, a
IJIaBHOE: YTO MOAYyMaioT 0 Tebe OKpy»Karollue JIOAU, KOTOpble HaUAyT U YBUJAT 3TO.
Hatitu mHbOpMAaInio MHOTO JIET CIIyCTA CMOKET JII000H - Kak U3 I00pBIX OOy KAEHUH,
TaK ¥ C HaMepeHHeM IPUUNHUTH Bpel. ITO MOXKET OBITh KTO YTOHO.

OCHOBHBIE COBETHI 110 3aIUTe ITU(PPOBOYN penyTaluu:

1. [Togymaii, mpexe 4yeM UTO-TO ITyOJIMKOBAaTh U IepejiaBaTh y cebs B OJiore MM B
COITMAJILHOM CETH;

2. B HacTpotikax Mpoduis yCTaHOBH OTPAHUYEHUS HA IPOCMOTP TBOETO MPOMUIIS U €r0
COJIEP>KUMOTO, C/IeJIal €0 TOJIBKO "I Apy3eit’”;

3. He pazmeraii u He ykaspiBail HH(POPMAIHIO, KOTOPasi MOXKET KOT0-JTN00 OCKOPOJISITh
WJIA OOM2KAaTh.

ABTOpCKOE IpaBo

COBpeMeHHI)Ie IMKOJIbHUKHN - AKTHUBHBIE€ II0JIb30BaTE/IN III/I(I)pOBOI‘O IIPOCTPAHCTBA.
OI[HaKO AAJIEKO HE BCE€ 3HAIOT, UTO II0JIb30OBaAaHHME€ MHOTHMH BO3MOXXHOCTAMHN III/I(I)pOBOI‘O
MHpa Tpe6yeT CO6JIIOH€HI/IH IIpaB Ha MHTEJIJIEKTYAJIbHYIO CcOOCTBEHHOCTb.

TepMuH "WHTEJIEKTyaJIbHasA COOCTBEHHOCTH' OTHOCHTCA K Pa3JIMUYHBIM TBOPEHUSIM
YeJIOBEYECKOTO yMa, HAauYMHAsd C HOBBIX HM300pPETEHWH U 3HAKOB, 0003HAYAIOIINX
COOCTBEHHOCTh Ha TPOAYKTHI U YCJIyTU, U 3aKaHYWBasA KHUTaMH, (otorpadpusamu,
KUHODUIbMaMU U My3bIKaJIbHBIMH IPOU3BEIEHUAMHU.

ABTOpCKHE TTpaBa - 3TO IIpaBa Ha UHTEJUIEKTYAIbHYI0O COOCTBEHHOCTh Ha ITPOU3BEEHHUS
HAyKH, JINTEPATYPhl U UCKYyCCTBAa. ABTOPCKHE ITpPaBa BBICTYNAIOT B KayeCTBe rapaHTUH
TOTO, YTO UHTEJLIEKTYIbHBI/ TBOPUECKHUH TPy aBTOpa He Oy/AeT HallpACHBIM, IaCT eMY
CIIpaBe//IUBbIe BO3MOJKHOCTH 3apaboTaTh Ha pe3ysbTaTaX CBOEro TPY/a, MOJIYIUTh
HM3BECTHOCTH U Npu3HaHue. HUKTO 6e3 paspelieHus: aBTopa He MOKET BOCIIPOU3BO/IUTH
€ro IpOU3BEeJIeHHe, PAaCIpPOCTPAHATh, IYOJUYHO JEeMOHCTPHPOBATh, IIPOJABaTh,
MMIIOPTUPOBATh, IyCKAaTh B MPOKAT, IIyOJTUYHO HCIIOJIHATH, ITOKA3bIBATH/UCIIOJHATh B
a¢dupe win pazmeniath B IHTEpHETE.

Hcnosib3oBanue "mMUpaTckoro" IMpOrpaMMHOTO oOeclieueHUs] MOKET IPUBECTH K
MHOTMM PHCKaM: OT IIOTEPU JAHHBIX K TBOMM aKKayHTaM JI0 OJIOKUPDOBKH TBOETO
YCTPOWCTBA, I7le YCTaHOBJIEHA HeJlerayibHas mporpaMmMa. He cTOUT Takke 3a6bIBaTh, YTO
CYILIECTBYIOT JIeTaJIbHbIE U OECIIaTHbIE IIPOTPAMMbI, KOTOPbIE€ MOKHO HAUTH B CETH.

O nmopraine

CereBU4OK.pp - TBOM TIJIaBHBIM COBETYUK B CeTU. 37eCh Thl MOXKeIIb Y3HATh O
6e30MacHOCTH B CETH IMOHATHBIM U JOCTYIIHBIM A3BIKOM, a IPH BO3HUKHOBEHUU
KPUTUUECKON CUTyallUd OOpaTUTBhCS 3a COBETOM. A TakKe INPUHATH ydacTHe B
KOHKYPCax U CTaTh CaMbIM ITU(POBBIM IPAKJAHUHOM !



